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Abstract— CTF games are gaining popularity in
educating young cybersecurity students to train them
in cyber-attack and defence. This research aims to
propose an effective 10T solution to solve issues that
arise from the absence of attacker behaviour analysis
(ABA) in organizing and analysing CTF games as a
part of students cybersecurity education. This study
follows a quantitative methodology and respondents
are selected by purposive judgemental sampling
method to acquire knowledgeable APU students. ABA
is more than relevant to cyber defence research and
can positively contribute to more effective and
successful CTF events.

Index Terms - CTF,
behaviour analysis (ABA)

effect, students, attacker

1.0 Introduction

As cyber-attacks grow more violent, cyber defence
grows more important to secure systems against
attacks. Cybersecurity is integrating CTF games,
Capture-The-Flag events where participants must
solve in order to capture a flag, by applying rigorous
offensive  practices of cryptography, web
applications analysis among others, to train
cybersecurity students and interest them in
understanding ~ cyber-attacks  more.  These
simulations are all faked and created for the
participants only. Alternately, ABA, or Attacker
Behaviour Analysis is the study targeting cyber-
attackers behaviour and trends to better understand
how they attack system vulnerabilities. ABA is
utilized in research and security units to understand
their vulnerabilities and secure their systems against
them more effectively.

2.0 Literature Review

2.1 Domains

2.1.1 CTF Games

Growing more common in the world of promoting
cybersecurity, CTF games are Capture the Flag
events where participants create teams to solve
challenges of varying complexities to capture a flag
and submit it for rewarding points on a scoreboard
[5]. These challenges can be solved by
implementing various invasive, investigative, and
analytical cybersecurity and computer analysis
concepts [10].
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These games are conducted online and can span
from over a course of hours to days. Teams gather
worldwide to compete and learn more invasive
techniques and apply them to hack and become a
part of the cybersecurity community. CTF games
come under Jeopardy styled challenges, where a
team solve multiple individual challenges, and
Attack and Defense style, where teams must
infiltrate and attack other team’s individual systems
while defending their own [4]. These events are
constantly being integrated into education and used
to encourage students to pursue cybersecurity [5].

Summary

While researchers agree that CTF games include a
vital and expressive human component, there is a
lack of utilization of this resource to help organizers
create better challenges to feature in these CTF
events [4] [2]. Additionally, there is a bigger role
that human behaviour analysis is eager to play in
organizing and understanding the effects of CTF
games [4]. This is known as ABA or Attacker
Behaviour analysis. When performed, ABA data
helps investigators better understand how
cybercriminals think, behave, and strategize to better
defend their systems against them. In addition,
researchers have shown concern of ethical issues
that arise in training students offensive hacking
techniques in CTF games [6]. If ABA experts can
gain control of the application of CTF events, they
can better understand their effects on participants
who will eventually grow up to be hacking and
system vulnerability experts in the future.

Reflection

With the help of ABA, organizers can design
challenges that pass ethical standards [6]. In light of
this, CTF events are a perfect ground to conduct
these studies and draw sound conclusions. This data
can be used in constructing better targeted and
calculated challenges for CTF games, and in the
world of cyberwarfare. However, since there is
lacking research in this domain, this paper hopes to
shed light on the matter and introduce a solution that
fills the need this industry thirsts for: a platform and
framework that allows experts in ABA and CTF
organizers to communicate and discuss key
information to spread the knowledge and work
together [1]. This exchange of information and
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expertise allows the pooling of resources to benefit
both parties.

2.1.2 Attacker Behaviour Analysis (ABA)

ABA is the analysis of attackers’ behaviour to study
their movements and techniques. This can be done
via a platform where hackers’ conducts and
incentives are constantly tracked in crafted
controlled scenarios, like CTF games [11]. These
scenarios are systematically updated, providing a
detailed understanding of the attacker’s patterns and
motivations, improving the effectiveness of the
study and the world of cyber defence. In real-time,
ABA is used to produce accurate models that
realistically capture the nature of cybersecurity-
related threats and attacks [7]. One of the factors that
make ABA such an appropriate concept for
investigating cyber attacker threats is how inclusive
it represents and explains actual actions, which
psychology alone falls short of [7]. As cyber threats
and attacks are constantly evolving, a precise
understanding of the attacker’s decision-making
process becomes crucial to implement successful
security strategies in the near future [11].

Summary

As cyber-attacks and system vulnerabilities grow
around the globe, researchers have shown keen
interest in the success of ABA to investigate the
behavioural indicators of hackers when attacking a
system. Though this concept is new, it is evolving to
service multiple researchers and security specialized
companies to generate realistic and accurate
cybercriminal trends and shows great promise on
how to better secure system vulnerabilities. With the
number of attacks increasing, more data is processed
through ABA which only makes it more realistic and
applicable.

Reflection

With the industry’s bleeding need for realistic
models that accurately depict cyber attackers
behaviour and researcher’s lack for such challenging
studies, it is only appropriate that CTF events are
linked to this phenomenon.

When implementing this analysis, cybersecurity
educators can answer the questions of how
cybercriminals think, and the insights gathered can
be used to improve security measures around the
digital world [11]. While these services are
employed in real-life applications, this concept can
also be deployed in the world of CTF events. These
events are the perfect grounds for deploying this
study and analyse how cybercriminals behave in a
non-risky environment where all scenarios are
faked, and fiction and analysts can alter and control
[6]. ABA experts play a major role in the solution
addressed, where their expertise can help organizers
design CTF challenges, and in turn can monitor how
participants react to them. Such pooling of resources
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can benefit both communities and promote
successful research into ABA in controlled
environments and real life.

2.2 Similar Systems

2.2.1 DISCORD

While Discord is known to be a word-wide social
media platform, many CTF organizers admit to
using it to discuss creating challenges and discussing
the results of the CTF events. This platform has
become common to easily communicate with other
organizers and participants. Its chat features enable
users to share images, videos, texts and even conduct
online meetings with absolute ease. However, it is
not specifically designed to assist organizers in
designing CTF challenges or analysing the
participant’s attacker behaviour. Therefore, it does
not fulfil the requirement that many CTF organizers
admit to needing. Additionally, it does not provide
any insight to its users or any information but is
merely a platform like WhatsApp or Teams.
Screenshot:

Figure 1.0 shows a screenshot of Discord’s platform as
used by CTF organizers.

2.2.2 BitTrap

Bit Trap is a new-age program that can be used to
conduct ABA or Attacker Behaviour Analysis. This
is possible with its feature of setting bait traps for
hackers like honeypot when the system is infiltrated,
however, the system is rigged to record and track all
the paths the hacker chose and all data they left
behind. Next, Bit Trap provides in-depth analysis on
the attacker’s behaviour, to optimize the system’s
defences and neutralize the attack.

While this program provides ample analysis and
useful information to help against cyberattacks, it is
used only in real-time applications and real-life
situations. CTF games are make-believe and
controlled environments designed to teach
participants and engage them, without putting any
resources like financials or sensitive information up
for risks. Additionally, Bit Trap does not support
chat features for people to communicate, rather, it
functions automatically and can be controlled by its
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Al. This program is expensive, so CTF organizers
may not be able to use it as often as they should.
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Figure 2.0 displays Bit Trap’s platform as shown to
users.

2.3 Table of Comparison

Table 1.0 Comparison of Important Features and
Components of Similar Systems.

System/Criteria Discord Bit Trap
Mobile Application | YES NO

Chat YES NO

Al analysis NO YES

loT YES YES

As shown in Table 1, It can be deduced that
Discord focuses on easing the process of social
communication while utilizing 10T technologies to
make the process as seamless as possible.
Comparatively, Bit Trap is a more goal-oriented
platform that provides analytical insights to ABA
while utilizing 10T technologies, However, it does
not provide an easy-to-use mobile application that
enables its users easy and fast responses.

2.4 Conclusion

Researchers agree that chats are important to ensure
communication and better pooling of information
[1]. Therefore, it is key to maintain a chat feature in
a proposed system. Additionally, a mobile
application can prove versatile to make the system
more accessible and easier to manage and access.
While ABA experts play a major role in the system,
an Al element is key in creating a more accurate
analysis of the information provided. This can be in
the form of graphs, charts and numerical analysis
that can ease comparisons and make easier and more
accurate deductions. Information of this magnitude
must be shared using a cloud service or method of
communication that can be established using
Internet of Things, which proves to be a vital feature
of the system. Discord seems like a similar system
where it provides a platform to send messages and
conduct meetings on a web and mobile application
using loT elements but lacks the aim of a system that
is designed to be used to share analysis and
information through comparative and deductive
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elements like graphs and charts. Additionally, it has
no Al feature that allows the system to contribute to
the analysis. On the other hand, Bit Trap is designed
to monitor and track cybercriminal activity, but is
not user-friendly to allow chat, meetings or features
a cloud of 10T feature. With these limitation in the
market, the requirement for a system that fills all
these boxes is clearly shown, as this study
introduces.

Reflection

The application of ABA requires vulnerabilities in a
live system, only then, accurate results can be
retrieved. The issue with this requirement is that no
sane company would allow their systems to be
hacked purposely in order to further research. To
satisfy the technological world’s need for ABA with
the rising cybercriminal trends while fulfilling the
hindering requirement for ABA studies, the solution
is to conduct fake scenarios and staged system
vulnerabilities. In light of this, CTF events satisfy
this solution in their Attack and Defend events
where participants must breach a system through
exploiting its vulnerabilities in a staged scenario.
Thus, ABA can be conducted in correlation with
CTF events [8]. However, ethical questions have
been raised about how CTF events encourage cyber
attacker behaviour, and many participants complain
some challenges introduced in the CTF events are
not appropriate to their level (too advanced or
inappropriate). As organizers find difficulties in
arranging these events and generating appropriate
and ethical games for the CTF events, ABA can
actually assist these organizers as it can advise them
on the effects of various challenges and questions
and design the most appropriate and successful
events.

3.0 Problem Statement

Recent years have witnessed the vast emergence of
Capture the Flag (CTF) games in the educational
sector of Cybersecurity. These events feature a
collection of challenges participants must solve in
order to capture a flag, by applying rigorous
offensive  practices of cryptography, web
applications analysis among others. Literature [10]
investigates the use of CTF games in university
courses, appearing more common as it has been
found to be preferred by students and faculty in the
academic method. Researchers agree that integrating
CTF games plays a dramatic effect in forming a
learner’s interest and skills in cybersecurity, as this
practice involves examining system vulnerabilities,
deploying strategies, and developing offensive
penetration techniques [11]. CTF events share a
major human component, and yet, they rarely
integrate attacker behaviour and psychology studies
in organizing the event or analysing its aftermath.
Kimberly et al. explain how crucial cyber attacker
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behaviour is in better understanding how attacks
happen and are strategized to develop more resilient,
reliable, and adaptive defences (Kimberly et al.,
2020) and suggests this may be the key to answering
some of cybersecurity’s unanswered questions, like
why offensive hackers become who they are and
how. Additionally, in an effort to better understand
the effect of CTF games on learners, research [6] in
2020 explores the ethical problems that may arise
when learners are being served system
vulnerabilities and taught offensive hacking
methods, but overall research is lacking [6]. To
better understand these risks, researchers
recommend investigating psychological indicators
and attacker behaviour of CTF participants to better
understand the influence of CTF games on students.

Essentially, CTF games are questions participants
must answer by solving riddles of cybersecurity
nature, however, organisers often find difficulties
creating questions that cater to the learners’
demographic. Selecting and designing questions to
suite the participants best has proven to be a difficult
task [6] and [1]. If not constructed right, these
questions may not suit the participants’ skill set, or
draw ethical concerns toward their offensive nature.
Note that these are the very questions that play a
major role in the learners’ learning experience and
training, forming them for who they will be.

Evidently, a platform that allows the integration of
attacker behaviour analysis (ABA) with CTF game
organizers can greatly assist in creating the more
calculated and designed questions, and at the end of
the games, analyse the participants results. With
ethical issues in question regarding the effects of
rigorous offensive activities, organizers can design
ethically sound challenges which may not cause
ethical concern for encouraging offensive behaviour
and creating a dark side of a hacker.

Additionally, the results of the questions can be
utilized to better comprehend how hackers respond
to system vulnerabilities, and how the human brain
creates offensive strategies [4]. This resource has
been otherwise wasted, but now can help analysts
better understand how hackers behave. Thus, these
conclusions can be used to research how to better
secure systems and improve defensive measures in
the world against cyberhackers.

4.0 Research Aim

This research aims to propose an effective loT
solution to solve issues that arise from the absence
of attacker behaviour analysis (ABA) in organizing
and analysing CTF games as a part of students
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cybersecurity education by focusing on the
following objectives:

5.0 Research Objectives

- To build the foundation for a platform that helps
CTF game organizers create calculated challenges
for participants by communicating with ABA
experts.

- To encourage the integration of ABA in CTF game
environments organizers to facilitate in creating
controlled challenges and analyse participants'
responses from the CTF games.

6.0 Research Significance

The findings of this research would help benefit
3 main parties in the world of cybersecurity: 1) CTF
organizers who find difficulties in creating questions
that benefit students and do not raise any ethical
issues. By shedding light on this matter, CTF
organizers can comprehend how the challenges they
create in the CTF events play a key role in shaping
attacker behaviour. 2) Students who participate in
CTF events: when better challenges are created for
these participants, they are more likely to learn more
about cybersecurity and forensics defences and gain
more profound skills, which is the real intention for
these events to be held. As participants have a more
productive and enjoyable event, they are more likely
to join more. 3) Attacker Behaviour Analysts: CTF
games are the perfect scene to conduct analysis on
AB and how cyberattacks are strategized. This
knowledge can be used to further studies and
understand how system defences should be used to
prevent attackers more efficiently. Therefore, an
integrated platform for CTF organizers and AB
analysts to share knowledge will help create
successful CTF events and encourage students to
learn more effectively and gain positive experiences,
while helping analysts understand how hackers
behave in controlled environments.

7.0 Research Methodology

7.1 Respondents Identification

The optimal respondents that this study is based
on are students within Asia Pacific University,
Malaysia that study IT-related programs and have a
connection to the computer science world such to
become aware/involved in CTF games. While
deeper reasoning is elaborated in the Data Collection
section, these target participants provide the most
relevant input for the study. As established earlier,
there is lacking research in the field of this study,
and when investigating appropriate research
methodologies, quantitative methodologies are
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noted to be applied when there is such a case [12].
Additionally, quantitative research is regularly
conducted to provide the researcher with a better
controlled environment, where they can control
variables and research questions and answers
respondents provide [12]. In this study, this is most
relevant to correlate past research and connect it
with new and existing theories. While quantitative
research is known to utilize higher number of
respondents, it will be hard to interview respondents,
thus surveys and numerical data is most appropriate
for this study and can provide the insights of
students’ experience of CTF events for accurate
measuring and comprehension of results. In light of
this, higher number of respondents is needed to
establish reliability and accuracy, which is key for
this research. Thus, Quantitative method will be
applied here.

7.2 Sampling Method

This study reflects on technical aspects of the
educational sector in university, specifically among
students participating in CTF events and their
experiences. Due to the nature of this study, it is
paramount that proper judgement is used in selecting
respondents who can contribute their experiences
and opinions to be studied. Thus, it would be remiss
to use probability in respondent selection, and the
sampling method chosen must be purposive
judgemental sampling method. It is established that
this method selects respondents by choosing
individuals that fit a criterion and is applied to
researcher bias by targeting students who actively
take part in CTF events or have a required level of
knowledge and experience to answer the survey
accurately and provide computable and meaningful
insights [9]. While there is criticism due to bias on
the researcher’s part, it is believed this bias is in
favour of the research to integrate the most relevant
subjects for the study [14].

7.3 Data Collection Method: Survey

While most CTF competitions collect
rudimentary data that can provide insights to
participants’  experience, it has no actual
contributions from the participants themselves,
sourced from automatically stored meta data [4] and
instead show participant success based on extracted
flags. Alternately, this study aims to explore the
attacker behaviour exhibited by participants when
taking part in CTF events, which involves the
psychological and more social aspects of an
experience [5]. This data will be collected from the
respondents involved in the study by completing a
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survey. As this study aims to be quantitative and
involve a high number of 100 respondents,
alternative collection methods like interviews will
be difficult to acquire due to their lengthy nature.
Since the study is aimed at APU students (CYB and
Forensics), the collection method must be chosen
most appropriate to them. these students are faced by
time constraints as they are in the middle of a
semester, have busy schedules and are overseas from
the researcher [13]. Thus, an impersonal but more
convenient and quick method is deemed necessary,
like a survey, which is the adopted data collection
method of this study. Additionally, since this study
borderlines on behavioural data, this can become a
sensitive topic for some participants to share
honestly in an interview, thus, an online e-survey
using Google Forms is most appropriate to
encourage a safe and judgement-free zone a
respondent would feel more comfortable at [13].

The survey’s make-up will involve multiple closed-
ended questions similar to Likert scaled queries and
simple Yes or No answers, while incorporating some
open-ended questions, varying on objective and
subjective questions for respondents to provide
simple explanations for their answers regarding the
proposed system.

The survey will undergo a refining process to ensure
its accuracy, validity and relevance to the
respondents and study, therefore, a pre-test can be
initially done with a select number of respondents.
Their feedback is thoroughly evaluated to improve
the survey for a pilot test, which is conducted with
the same respondents. After reviewing their
feedback and ensuring the survey is at its best, the
survey will be final and ready for the whole sample
size of the respondents.

8.0 Overview of The Proposed System

To illuminate onto the proposed system, a use-case
diagram was drawn to identify the functionalities of
the system and its users. A user login is implemented
to identify the users and verify their identities, as
sensitive information will be used. Additionally,
different prefaces of the system must be utilized to
account for different types of users accessing the
system as they use functionalities related to their role
only.

In this research, a use-case was implemented, which
is a diagram used to provide a view of the whole
system functionalities in relation to their users, also
known as actors, who use the system for their
purpose and how they interact with it. System
developers create use-cases as a steppingstone to
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create the system design before the later steps of
system development [3].

Viow past CTF evonts

Viow cumont and past ABA

ow current GTF events

ABA Expert

T

ABA Researcher

Most Participant

Figure 4.0: Use Case Diagram of the Proposed System

Figure 4 depicts the Use-case diagram illustrating
the proposed system functionalities and users
showing the functionalities of the system in blue,
and the users (actors) outside the black rectangular
outline that represents the full extent of the system,
and anything outside is an external user.

The proposed system users are:
1- ABA Expert:

This user can login as an ABA expert and will have
access to resources including CTF events and ABA
research to review and refer to reliable information
at hand. These resources can be stored in a virtual
cloud/library for secure access. Additionally, since
these experts are qualified and verified, they have
access to the CTF challenges to review and modify
them with the organizers. Since this platform
encourages communication, ABA experts can also
chat with other users in the system, discuss
information and meet with other professionals. This
is to encourage the honest and secure information
exchange between users. This user is indicated in
blue.

2- CTF Organizer

This user login as a CTF organizer. They have the
same access as ABA experts and can browse through
resources, chat, and meet with users and modify
CTF challenges. This user is coloured green.

3- ABA Researcher

This user logs in as an ABA researcher. Since this
system encourages the integration of ABA into CTF
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events and their application in cybersecurity
education, new up-and-coming researchers are
encouraged to use the system and take advantage of
it. However, since they do not qualify as experts,
they are limited to accessing resources and chatting
with other users. This way, new researchers can
collect information and conduct studies without
interfering with the CTF events or challenges. This
user is coloured purple.

4- Participant

This user can log in as a participant and converse
with other wusers to share information and
experiences. They have no other role to play to
ensure the validity of the resources and CTF
questions. This user is coloured orange.

9.0 Conclusion

As CTF events become more common in
training young cybersecurity experts and
cyberattacks grow more violent, cybersecurity
becomes more relevant to today’s world. ABA
serves as a way for companies to defend against
cyberattacks, therefore, contributing to this topic
will strengthen and support it. While CTF organizers
find difficulties creating adequate and ethical
challenges for participants, this research aims to
integrate them with ABA experts in a platform to
assist them in creating the challenges while
contributing to ABA research.

By conducting further research into ABA and
connecting CTF events to cyber attacker behaviour,
this realm can be amended to further cyber defence
strategies. Developing a system that allows for the
integration of CTF and ABA is recommended to
understand how these subjects interlock into the
world of cybersecurity.

Future recommendations pertaining to the
system proposed imply deploying a system that
provides both chat features that allow
communication while enabling an Al analytical
program that assists in data processing. Furthermore,
supporting the platform for mobile use is a good way
to make the technology more accessible to its users.
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