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Abstract— The cyber security attacks incidents have been growing 

rapidly all around the globe recently due to the growth of internet 

users, especially since the covid-19 pandemic started. This has 

caused financial and intellectual properties losses to many 

organizations. The aim of this research is to come up with an 

application which helps the organizations to combat cyber security 

incidents due to the lack of cyber security awareness of employees. 

A survey will be distributed to the target employees in the 

organizations selected using cluster sampling. The proposed 

application has included a few important features such as artificial 

intelligence, hands-on training with guidance, as well as the 

capability for the user to socialize within the application. Future 

recommendation of adding an admin panel to the application has 

also been covered.  

  

Index Terms— Cyber security awareness, Cyber security training,  
Employee cyber security awareness  

  

 Introduction   

Internet technology has been playing a dominant role in 

people’s life since the world has slowly transformed into this 

digital era [1]. It serves billions of users worldwide across 

different sectors such as retails, education, and governance [1]. 

However, the number did not stop there. Since the start of the 

covid-19 pandemic globally, there are a noticeable increase in 

numbers of organization moving their businesses online, 

causing a surge in the ecommerce sector [2]. The people and 

organizations also begin to depend heavily on the digital 

technologies to get connected for their daily tasks [3]. 

Alongside with the growth of internet users, the cyber-attack 

incidents are incrementing as well, so does the victims of 

cyberattacks, which includes the healthcare sector especially 

during this pandemic time [4]. According to Symantec, 69% out 

of the 20000 people from a total of 24 countries has at least once 

been fall as a victim in cyber security incidents [5]. Thus, 

cyberattacks have to be prevented to protect the intellectual 

properties of the people and organizations.    

  

 Literature Review 2.1 Research Domains  

2.1.1  Application  

       An application is a type of software that falls under the 

computer software category [6]. It can be written in different 

programming languages such as C++, Java, Python, and Go. It 

helps the user in performing a specific task with the help of 

computer system, in order to speed up the process compared to 

doing it manually [6].  

       Due to the current covid-19 pandemic, the education 

method and system during pre-pandemic is not quite relevant 

anymore, there are better ways to deliver knowledge in 

education system, such as online education which also known 

as e-learning [7]. The research has concluded that digitization 

of education is the number one priority for the post pandemic 

globally [8]. Hence, developing an application can help to fill 

the gap in this case as it could be accessible from any digital 

devices that has an Internet connection.  

  

       However, after further research on software application in 

the cyber security field, it is found that the traditional software 

algorithms which is used by majority of organizations 

nowadays seemed insufficient in fulfilling the needs of the 

industry [9]. The traditional systems are being built based on 

fixed rules and algorithms [10]. Which means that a database of 

the currently known issues will be needed to allow the system 

to carry out comparison. This is not appropriate as the system 

cannot figure out new potential vulnerabilities.   

  

       Thus, implementing machine learning in the application 

can help to overcome this issue, as the dynamic algorithm can 

recognize and analyze the traffics, patterns, and trends from the 

past experiences, and then perform prediction on the real-time 

behavior [10]. Apart from that, another technology is artificial 

intelligence [11]. It is an algorithm that mimics how the human 

thinking works, learn it, and then applies the solution on 

complex real-world problems when being implemented in a 

system [10]. According to the study, artificial intelligence has 

the capabilities in supporting both the defensive, as well as the 

offensive operations in cyber security field [12]. It can be 

backed by another study stating that integrating machine 

learning effectively can help in enhancing the effectiveness of 

the security countermeasures in an organization [13].  

  

       Therefore, this research will be proposing a software 

application, integrated with artificial intelligence and machine 

learning, with the goal of increasing the cyber security 

awareness in organizations’ employees.  
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2.1.2  Cyber Security Awareness  

       Cyber security awareness is one of the most mentioned 

topics when it comes to preventing cyber-attacks. The cyber 

security awareness is often associated with a person’s 

knowledge regarding the potential legal violation, as well as the 

risks in exposing the company to potential cyber security 

attacks [14]. Besides that, security awareness is also a 

descriptive phrase towards increasing the users’ attention 

regarding the importance of information security [15]. It has 

been described as a primary defensing method of organizations 

in mitigating security breaches [16]. This can be backed by a 

study that targeted university students, indicating that the 

solution for mitigating cyber-attack risks can be prevented 

through the increase of cyber security awareness [17]. Apart 

from that, the author from another research agreed that the first 

step in coping the absence of general cyber-attacks 

understanding is by increasing the world-wide security 

awareness, starting from individual, way up to organization 

level [18].  

  

      However, the results of the research carried out by 

Enterprise Management Associates has shown that there are up 

to 56% of organization employees did not receive any form of 

security awareness training except for the information 

technology employees [19]. Moreover, the delivered content 

and quality for existing programs were not considered 

appropriate as well. This is further backed by another research 

where it showed that there is lack of email-based attacks 

training in a huge number of organizations [20]. Research on 

the cyber security awareness in the middle east also found that 

the people involved did not have the understanding, as well as 

the theoretical and practical knowledge that were required for 

their daily work activities [21].   

  

      Nonetheless, this issue can be overcome by conducting an 

awareness training program [21]. Education on security best 

practices needs to be included as part of the cyber security 

awareness training program to educate the employees [22]. 

Hence, this research aims to address the issues mentioned above 

by implementing a training application with the objective to 

raise the cyber security awareness of the organizations’ 

employees.  

  

2.1.3 Training Organization Employees in Raising Cyber 

Security Awareness  

       In this era where digital transformation is happening at a 

very fast pace compared to decades ago, organizations and 

ventures has begun to virtualize their businesses and services 

with the aim of reaching a wider audience. This eventually 

opens up endless of opportunities for the attackers to perform 

cyber-attacks [23]. However, due to the fact that the defensing 

technologies are getting better, the attackers now had decided 

to turn their head towards the weakest link in cyber defence, 

which is the human elements [24]. Hence, the significance of 

training organization employees to counter with the emerging 

cyber-attacks cannot be understated [24].   

         

Nonetheless, there is a huge concern on the awareness 

programs provided are not working in a way it was expected to 

[20]. The study also doubted the effectiveness of current cyber 

awareness training offered in the organization as the reports for 

successful cyber-attacks were increasing day-by-day [25]. One 

of the possible reasons of why the organizations’ training 

programs failed was because the employees have reached cyber 

security fatigue, and they do not have the motivation to 

participate in it [26]. The programs held were mainly focusing 

on the transfer of information such as security policies, virus 

and malwares prevention, as well as password management 

[27]. Although the knowledge being transferred were 

categorized as meaningful, but it failed to lead to behaviour 

changing such as raising the awareness [27]. This is backed by 

the research stated that there were no major improvements 

observed in reducing phishing scams when classroom training 

was implemented as the training option [28].   

  

       To overcome this matter, the results from the research 

shown that the hands-on experience are more preferred most of 

the time compared to the other options [29]. The researchers 

who performed research on the effectiveness of cyber security 

training in Japan also found that hands-on activities are much 

needed to ensure the effectiveness of the training program, so 

that the employees are able to deal with the daily real-life 

scenarios [30].  

  

       Thus, this research will be implementing practical training 

for organizations’ employees, giving them the hands-on 

experience while guiding them the way it should be done, so 

that the skills are able to pick up by their muscle memory and 

then apply them on a daily operational basis.  

  

2.2 Similar Systems  

2.2.1  KnowBe4   

       KnowBe4 is a paid cyber security awareness training 

platform that was created to solve the current social engineering 

issues [31]. The platform mainly focusses on email phishing 

training, using the built-in automated phishing simulation 

program [32]. It also offers administration feature with the 

dashboard for generating reports so that the organization can 

visualize their phishing and training results at a glance.  
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Figure 1 above shows an interface of KnowBe4's platform [31].  

       Figure 1 above shows the interface of KnowBe4’s 

platform. Some of the settings that can be made were when will 

the campaign be taking place, the target users, and level of 

difficulty. Once they are all set, the campaign can be launched.   

  

2.2.2  Infosec IQ  

       Infosec IQ is a paid security awareness training platform 

that integrated with the phishing simulation, to help in building 

the cyber awareness among organizations’ employees [33]. One 

of the key features of Infosec IQ is it consist of the games which 

known as Choose Your Own Adventure, which gives the 

employees a gamification learning experience. Apart from that, 

the platform has a statistic dashboard which allows the admin 

to view the training and phishing results for further analysis.  

  

      Figure 2 above shows the interface of Infosec IQ platform 

where it can be viewed by the admin. It displays the results of 

the phishing campaign including detailed timeline, and who 

was the high-risk employee according to the status. It even let 

the admin to view who has opened the email and who did not 

open it.  

  

2.2.3  Comparison Table  

        Features  

  
KnowBe4  

Infosec  

IQ  

Proposed  

system  

AI  
      

Email training  
      

Guide & tips  
      

Gamification  
      

Practical training  
      

Social  
      

Admin panel  
      

Pricing  Paid  Paid  Free  

Table 1 shows the comparison table for different platforms.  

The table 1 above shows the comparison table for each of 

the key features among the platforms. Each platform has its own 

pros and cons, and none of them carries every function stated.   

  

Hence, the proposed system will be integrating most of the 

functions that were important from other similar systems as 

well as some of the great features which should be included, for 

instance, the artificial intelligence, pop-up guidance, 

practical hands-on training, socializing, which is the chat 

messages feature, and most importantly, making it free for 

download.  

  

 Problem Statement  

The increasing of cyber-attacks has become an emerging 

threat that creates huge negative impacts to global 

organizations [34]. In fact, up to 95 percent of the total cyber 

incidents such as ransomware attacks, and data breaches, 

happened due to human factor [35]. The lack of cyber security 

skills among the employees has led to organization’s 

significant financial and information losses [36]. Not to 

mention that it also caused reputational damage [37]. This is 

not saying that the employees do not have the knowledge at 

all, but the cyber security awareness is still way below 

sufficient despite that it is increasing [38]. According to 

Corradini, the factor of human beings is always considered as 

the weakest point in a security network [39]. Hence, it shows 

that the cyber security awareness among the employees plays 

a critical role in protecting the organizations from cyber-

attacks [40]. 

  

  

  
Figure  2   shows the interface of Infosec IQ  [33] .   
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4.  Research Aims  

The aim of this project is to propose an application for 

organizations’ day-to-day internal use, which integrated with 

artificial intelligence, and practical security guidance.  

  

 5. Research Objectives  

i. To create an application for organizations’ private 

daily usage.  

  

ii. To integrate artificial intelligence in the application to 

identify keywords, files, and links.  

  

iii. To show pop-up guidance when files and links are 

being clicked.  

  

 Research Significance  

The findings of this research will help to reduce the 

cyberattacks on organizations which related to human factors. 

The employees will be equipped with significantly better cyber 

security awareness, and cyber-attacks prevention skills, 

especially for the non-IT employees. Not to mention that these 

skills are implemented into their muscle memory and being 

applied on a daily basis. While towards the researchers, this 

research provides the insights of how training the employees in 

a different approach will benefit the organization compared to 

the traditional theoretical-based training. Thus, the research is 

crucial in assisting the cyber defense team for developing 

effective training courses in the future.  

  

 Methodology 7.1 Sampling method  

      The sampling method to be used in this research is cluster 

sampling. This method was chosen as it is more suitable and 

efficient for the quantitative research which will be carried out 

later on, where it will be involving specific type of employees 

from different organization across different geographical 

location [41].  

  

      By using cluster sampling method, the population will be 

divided according to the geographic locations, such as Bukit 

Jalil, Puchong, and Subang Jaya [42]. From each cluster, or area 

in this case, an equal number of organizations will be chosen 

randomly to represent the cluster.  

  

7.2 Identify Respondents  

      The target respondents for the survey are the employees 

who are currently working for an organization. The daily 

activities of the targeted employees should involve the use of 

computers and emails, regardless the position titles.   

  

      This is due to the fact that the application is specially 

customized for employees used. Hence, they would be the best 

people where to get opinions, feedbacks, and suggestions from. 

This can help to improve the user experience of the application 

and increase the effectiveness of the cyber security awareness 

training program.  

  

7.3 Data Collection Method  

      The data collection method to be used in this research is 

survey. Survey was chosen as it is more time saving and 

convenient compared to interview. It can help to reach wider 

audience as well because it can be distributed to the target 

respondents through the internet, which means that it is suitable 

for this research where it involved respondents from various 

geographical locations.  

  

The survey will contain a total of 5 questions with 4 

closedended questions where all 4 of them are using 5-point 

Likert scales. The fifth question will be an open-ended question. 

Before distributing to the selected organizations, a pilot test will 

be carried out on the employees in APU to ensure that the 

questions asked are suitable towards their level and easily 

understandable.   

  

At the end of the survey, the collected data and relevant 

statistics would be put into a graph for further analysis purpose. 

The focus of the analysis will be mainly on evaluating the 

effectiveness of practical guidance training in raising the 

employees’ cyber security awareness, and is the artificial 

intelligent technology implemented reliable, and lastly, how 

sustainable it is compared to the theoretical training methods.  

  

 

Figure 3 shows the flowchart of the proposed application.  

Figure 3 above shows the flowchart for the proposed 

application. The registration and credential checking process 

will take place inside the Login function. After the user 

successfully login to her account, the chat interface will be 

displayed on screen. Then, the system retrieves and display the 

  Overview of the Proposed System   
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previous chat histories, just like any chatting app on the market. 

If there are no new messages come in, the system remains in the 

background, constantly checking for new conversation. 

However, when there are new messages coming in, the system 

will verify the types of the message. The machine learning 

algorithm implemented will automatically identify whether the 

message consists of link, file, or normal texts. If it is a normal 

text, the texts are directly displayed to the user without any 

further action taken.   

  

On the other hand, if the application detected link or file, it 

would then listen to the user’s action on whether or not the link 

or file has been clicked. Once the user clicks on it, she will be 

prompt with the predefined messages for the link or file 

respectively. Next, the embedded window will pop-up depends 

on the item being clicked. If user clicked on link, then the popup 

will show the website redirection link checker which the user 

has to follow in order to open the link. Besides that, if the user 

clicked on a file, then the pop-up will show the file scanner 

which the user has to follow in order to open and view the 

content of the file.  

  

 Conclusion  

In a nutshell, this research has showed how worldwide 

organization was impacted by the emerging cyber-attack threat 

incidents It also showed that one of the contributors towards 

these attacks was the lack of cyber security awareness among 

the employees.   

  

The research also covered one of the possible reasons on 

why the traditional cyber security awareness training programs 

offered to the organization employees might not be effective 

enough stop the organization from cyber-attacks.   

  

Hence, the author proposes an application with the key 

features to be included such as artificial intelligence, practical 

training program with guidance, as well as the ability for the 

users to socialize on the platform, hoping to fill the gaps of the 

traditional training programs offered by the current platforms.   

  

One of the improvements that can be made to the system in 

the future is by adding an admin panel, where the dashboard 

will display the results and statistics of the program. This allows 

the organizations to better visualize and evaluate the outcomes 

difference of the employees, before and after the usage of the 

application.  
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